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Cloud Computing and Virtualization: A Comprehensive Survey

Abstract. A short review of cloud computing and virtualization mechanisms is given. The benefits and risks of virtualization are presented. The
differences between the grid and distributed computing are discussed. The role of the virtual machine manager is described.

Streszczenie. Zaprezentowano zwarty przeglad obliczers w chmurze i mechanizméw wirtualizacji. Przedstawiono zalety i ryzyka wynikajgce z pro-
cesu wirtualizacji. Przedyskutowano réznice pomiedzy obliczeniami gridowymi i rozproszonymi. Opisano role, jakg odgrywa zarzadca maszyny

wirtualnej. Przeglad obliczen w chmurze i mechanizmoéw wirtualizacji
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Introduction

Cloud computing is nowadays the most popular and
flexible online technology using the virtual machines based
on the pay per use method. It can be implemented by large,
medium and small enterprises.

It is a convenient on-demand network access to the
shared pool of the configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal man-
agement effort or service provider interaction [1].

Cloud computing is structurally quite similar to grid and
distributed computer model. One of the main difference of
cloud computing may be the scalability of data storing and
retrieving.

Cloud computing offers facilities ranging from the simple
word processing to complex data analysis. It can increase
the performance of the IT infrastructure of an enterprise
without investing many funds.

Companies are turning to the cloud computing for their
datacenters to cut maintenance, labor and hardware costs.
They can also improve scalability and elasticity. However,
all risks should be projected and legal aspects should be
considered carefully.

Virtualization is the mechanism that cloud computing
works on. Virtualization of servers gives mobility and reduc-
es the overall costs. Virtualized cloud computing provides
virtual machines to the end-users to execute their software
and applications on remote sites. There are different types
of virtualization techniques which are described in the later
sections of this article.

Hypervisor is the virtual machine operating system
which creates virtual instances for each virtual machine.
Each instance can be considered as a virtual machine.

The benefits of using cloud computing include lower
operating costs, physical space savings, energy savings
and increased availability. On the other hand, it brings some
security related risks. It can be difficult to treat hypervisor as
a real time operating system. Thus, extra configurations
should be tuned on the virtual operating system such as
authorization of users who wish to log on to the system.

There are other problems; for example, some virtual
machines can be dormant (not running) at some point in
time [2]. These virtual machines cannot be easily kept up-
to-date, because typically this would require the virtual
machines to be started, updated and shut down again,
which is not only time-consuming but also is an irregular
task to do on a permanent schedule.

Furthermore, machines used in an laaS environment are
subject to external attacks, i.e., they might be a selected or
random target. Software updated and patching should be

done periodically and virus scan should be run for known
security vulnerabilities.

In this article, essential features of cloud computing and
virtual machine mechanism are examined briefly.

Cloud computing

Cloud computing may provide services such as laaS,
Paas and SaaS which will be described in this section.
Those are the infrastructure, platform and software ser-
vices. To be able to understand cloud computing, services
and deployment should be explained first. Thus, data and
application of customers are stored and distributed using
on-line technology.

laaS (Infrastructure as a Service): it is the delivery of
computer infrastructure (typically a platform virtualization
environment) as a service. Rather than purchasing servers,
software, data center space or network equipment, clients
buy those resources as a fully outsourced service. It focus-
es on managing virtual machines, and the risks are little
different than with other cloud types, the main risk is mali-

cious user or forgery of services. laaS requires governance
and usage monitoring.

Paa$S (Platform as a Service): it is the delivery of a com-
puting platform and solution stack as a service. It facilitates
the deployment of applications without the cost and com-
plexity of buying and managing the underlying hardware
and software layers. At this level data encryption takes
place and PaaS can be inherently secure, but the risk is the
slow system performance. Still, any solution implemented
should manage the connection to the cloud service and
automatically encrypt ‘confidential user’ data such as home
addresses, social security numbers or even medical rec-
ords.

SaaS (Software as a Service): it is a model of software
deployment whereby a provider licenses an application to
customers for use as a service on demand. It delivers appli-
cations to the end users. At this level, authentication and
password management take place. The main risk is likely to
stem from multiple passwords accessing applications [3].

Cloud Deployment Models

There are four deployment models for cloud services that
address specific requirements. They all share the same
basic features except authorization access to different
cloud. These models are defined by CSA (Cloud security
alliance) as listed below [3]:

Public Clouds: in a public cloud a service provider
makes IT resources, such as CRM or payroll applications,
storage capacity, or server compute cycles, available to any
customer via the Internet.
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Private Clouds: in a private cloud IT resources are
consolidated and pooled so users across the company can
have self-service access and increased scalability. Like a
public cloud, a private cloud also makes provisioning an
automated service request rather than a manual task pro-
cessed by IT.

Community Clouds: the cloud infrastructure is shared
by several organizations and supports a specific community
that has shared concerns (e.g., mission, security require-
ments, policy, or compliance considerations).

Hybrid Clouds: like the private model let an organiza-
tion continue to use their existing data center equipment
and keep sensitive data secured on the organization's own
network. Like the public cloud, a hybrid model lets an or-
ganization take advantage of a cloud's almost unlimited
scalability.

Thus, mainly cloud computing covers IT infrastructures,
software, operating system, security, backup and storage.
Cloud computing are provided by Amazon, MS Azure,
Google and VMware and others.

Differences between grid and distributed computing
Pooling resources is an effective way of resource alloca-
tion and without it, managing online operations is almost
impossible. Cloud technology is not a new way of sharing
resources online. Hitherto, grid computing and distributed
computing were well known network systems. Grid compu-
ting is an old terminology but spreading resources else-
where and reaching them when demanded is the main idea.
As it is clear from the definition, traditional distributed
computing can be characterized asa subset of grid
computing. Some of the differences between these two are
[4]:
1. Distributed computing normally refers to managing
or pooling the hundreds or thousands of computer systems
which individually are more limited in their memory and
processing power. On the other hand, grid computing has
some extra characteristics. It is concerned to efficient
utilization of a pool of heterogeneous systems with optimal
work load management utilizing an enterprise's entire
compu-tational resources( servers, networks, storage, and
information) acting together to create one or more large
pools of computing resources. There is no limitation of
users, departments or originations in grid computing.
2. Grid computing is focused on the ability to support
computation across multiple administrative domains that
sets it apart from traditional distributed computing. Grids
offer a way of using the information technology resources
optimally inside an organization involving virtualization of
computing resources. Its concept of support for multiple
administrative policies and security authentication and au-
thorization mechanisms enables it to be distributed over a
local, metropolitan, or wide-area network.

Virtualization

Virtualization is the key word when one talks about the
cloud computing. The cloud computing terminology implies
virtualisation, virtual server and virtual machine, etc.

Virtual technology assigns a logical name for a physical
resource and then provides a pointer to that physical re-
source when request is made. It increases the limits and
capacity of hardware resources such as servers, work-
stations, networks or storage devices. Virtualization and
cloud computing allow computer users access to powerful
computers and software applications hosted by the remote
group of servers but security as related to data privacy
limits the public confidence and slows the adoption of new
technologies [5].
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Many organizations are already practising the cost sav-
ings from implementing the virtualized servers and system
administrators benefit from the ease of deployment and
management for the virtualized systems.
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Fig. 1. Cloud computing virtualization

Virtualization is an old concept, first introduced in the
1960s with the appearance of mainframe computers. It was
re-introduced to personal computers in the 1990s, and
currently major products available are: Microsoft Virtual PC
(Microsoft Virtual PC 2007), VMware software tools range
(VMware, 2007), an open source software QEMU (Bellard,
2007), and few others [6].

Building on the foundation of vSphere Vvirtualiza-
tion, VMware vCloud Suite abstracts, pools, and automates
all IT services to deliver an elastic, easy-to-
manage Software-defined Datacenter. The combination of
these advantages can direct resources previously spent on
maintaining existing systems to work in investments aimed
at creating innovative services that generate new revenue,
streamline operations and meet business objectives [7].

e Memory partitioning — hardware-enforced partitioning of
physical memory ensures that each VM can only access the
assigned physical memory and in a fair manner only.

e Dedicated virtual 1/0O devices — I/O device modifications
to support virtualization enables each VM to be given direct
access to a dedicated (virtual) I/O device. The memory
management facilities along with chipset support ensure
that only the authorized VM can access the memory-
mapped I/O and only at a given rate.

Hypervisor

A hypervisor, also called a virtual machine manager, is a
program that allows multiple operating systems to share a
single hardware host. Each operating system appears to
have the host's processor, memory, and other resources all
to itself. However, the hypervisor is actually controlling the
host processor and resources, allocating what are needed
to each operating system in turn and making sure that the
guest operating systems (called virtual machines) cannot
disrupt each other.

A computer on which a hypervisor is running one or more
virtual machines is defined as a host machine. Each virtual
machine is called a guest machine. The hypervisor presents
the guest operating systems with a virtual operating plat-
form and manages the execution of the guest operating

systems. Multiple instances of a variety of operating sys-
tems may share the virtualized hardware resources [8].

The hypervisor lets us show the same application on lots
of systems without having physically copy that application
onto each system. Because of the hypervisor architecture, it
can load any (or many) different operating system as
though it were just another application. Therefore, the hy-
pervisor is a very practical way of getting things virtualized
quickly and efficiently [8].
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Fig 2. Hypervisor architecture

Load balancing and virtualization

One characteristics of a cloud computing is virtualized
network access to a service. No matter where user can
access the service, they are directed to available resource.
Technology used to distribute service request to resources
is referred to as load balancing. Load balancing can be
implemented in hardware or in software. It is an optimiza-
tion technique, it can be used to increase utilization and
throughput, lower latency, reduces response time and avoid
system overload. Load balancing systems can use different
mechanisms to assign service direction [6].

Well, for example data in a specific database can be split
into more than one hard drive on different workstations.
Inserting data and retrieving data will be from the central
database but the data could be divided into different hard-
ware resources. As mentioned above, the main advantage
is to balance hardware space and prevent system overload.

Different types of cloud virtualization

There are several types of the cloud virtualization listed
below:

e Network virtualization: it creates virtual networks
whereby each application sees its own logical network in-
dependent of the physical network. A VLAN is an example
of hardware virtualization that provides an easy, flexible and
less expensive way to manage network.

e Server virtualization: it enables multiple operating
system and applications to run simultaneously on different
virtual machines created on the same physical server. It
provides a layer of abstraction between OS and underlying
hardware.

e Storage virtualization: with storage virtualization, the
disk/data storage for the user data is consolidated to and
managed by virtual storage system. The servers connected
to the storage system are not aware of where the data real-
ly is.

e Application virtualization: an application runs on an-
other host from where it is installed in a variety of ways. It
could be done by application streaming, desktop virtualiza-
tion or a VDI or a VM packages (like VMware ACE created
by a player). Microsoft Soft grid is an example of Application
virtualization.

e Para virtualization: it requires that the host operating
system provides a virtual machines interface for the Guest
OS and that the Guest access network through that host
virtual machine. An OS running as a guest on a paravirtual-
ization system must be ported to work with the host inter-
face.

e Full virtualization: all OS in full virtualization communi-
cate directly with the VM hypervisors, so guest OS do not
require any modification. Guest OS do not require any mod-
ification. Guest OS full virtualization systems are generally
faster than other virtualization schemes [9].
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Fig 3. Cloud computing virtualization schema

IP virtualization and Google cloud

Google is the most frequently visited search engine on
the internet. It has a giant infrastructure and its network is
one of the largest in the world. It is estimated Google runs
over million servers worldwide, maintains a pool of hun-
dreds thousands of IP addresses, process a billion search
requests and generates twenty peta bytes of data per day.
Google never gives data centre tours to journalists and
does not disclose where its data centre is located.
When a user initiates a Google search, his query is sent to
a DNS server, which then queries Google’s DNS server.
The Google DNS server examines the pool, determines the
geographical origin and uses a round robin policy to assign
an IP address to that request. The request usually goes to
the nearest data centre and that IP address is for a cluster
of Google servers. This acts as a first level of IP utilisation

9.

Benefits of virtualization

Virtualizing servers and machines is the main ad-vantage
of cloud computing. From one hardware re-source as many
virtual devices as possible can be derived. They can be
independently offered to the users regardless of their physi-
cal location. In this section some of the benefits of cloud
computing virtualization are outlined.
e Save money: x86 servers are running at an average of
only 20 to 25 percent of total capacity. With virtualization,
we can turn a single purpose server into a multi-tasking
one, and turn multiple servers into a computing pool that
can adapt more flexibly to changing workloads.
e Save energy: Businesses spend a lot of money power-
ing unused server capacities. Virtualization reduces the
number of physical servers, reducing the energy required to
power and cool them.
e Save time: With fewer servers, we can spend less time
on the tasks required for server maintenance. Pooling many
storage devices into a single virtual storage device, you can
perform tasks such as backup, and recovery more easily
and more quickly. It's also much faster to deploy a virtual
machine than it is to deploy a new physical server [10].

Risks of virtualization

Cloud virtualization helps to save hardware resources
but on the other hand brings some risk factors which are
defined below.
¢ A holistic view of risk and vulnerability is essential. Se-
curity for the cloud, particularly when protecting high-
security systems, requires extensive security monitoring
and granular identity and access management controls.
e Virtualization technology is still maturing. Additional
tools and controls are necessary and
e hypervisors must be treated like OSs and secured as
such.
e Granular administrator controls are required. Defining
custom roles versus built-in roles are needed to ensure
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permission is restricted for tasks specific personnel are not
expected to perform.

e More granular logging and monitoring is required. Be-
cause virtual infrastructure is holistic and has many parts,
it's important to monitor the various management agents.
For a complete picture, it is necessary to collect logs from
network switches, storage subsystems, and management
servers [11].

Conclusions

A brief description of cloud computing usage, benefits
and risks which are today the most important virtualized
data sharing techniques are presented.
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