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Based on Dual Chaotic Systems

Abstract. To find new algorithms with good security, the authors proposed a new encryption algorithm based on dual chaotic systems. Firstly, the
block of each pixel in the carrier image is determined with the Arnold mapping. And then with the chaotic sequence generated by Lorenz mapping,
the specific location of each pixel in the corresponding block is determined. Finally, the pixels are hidden into the appropriate location by the chaotic
sequence generated by Lorenz mapping. Theoretical analysis and practical tests show that this algorithm has enough key space and better key
sensitivity.

Streszczenie: Poszukujgc nowych algorytméw z dobrym poziomem bezpieczenstwa, autorzy zaproponowali nowy algorytm szyfrowania oparty o
podwdjne systemy chaotyczne. Najpierw, blok kazdego piksela w obrazie no$nika okre$lany jest przez odwzorowanie Arnolda. Nastepnie, okreslane
Jest wtasciwe potozenie kazdego piksela w odpowiednim bloku przy pomocy sekwencji chaotycznej generowanej przez odwzorowanie Lorenza. W
koncu piksele ukrywane sg w odpowiednim potoZeniu przy pomocy sekwencji chaotycznej generowanej przez odwzorowanie Lorenza. Teoretyczne
analizy i praktyczne testy wykazujg, ze zastosowany algorytm ma wystarczajgcq przestrzen kluczy i lepszg czuto$¢ klucza. Nowy algorytm
szyfrowania z ukryciem obrazu cyfrowego oparty o podwéjne systemy chaotyczne
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Introduction ! )
{al,az,...,amxn} Then to make % XOR & and you will

Currently, digital image encryption and hiding
technology are two basic way to protect digital image get the sequence{al A, e @y '}I
information[1]. In order to meet higher security , , ,
requirements, digital image hiding encryption algorithm Conversing {al ERRELL }to decimal system and

based on chaotic systems became popular in recent years.

The hiding encryption technique based on chaos is still
a new thing. Researchers around the world are dedicated to
the study, but the results are not satisfactory[2-4], especially
in the security, restore steps and high performance
requirements[5], but research literatures about hiding
confidential information are rarely reported[6].

The authors have researched and explored the digital
image hiding encryption techniques based on chaotic
systems, and have proposed a new digital image hiding
encryption algorithm based on dual chaotic systems and

converting it into a matrix m x n form .Then the picture
with encryption after pretreatment can be obtained.

1.2 Carrier Image’s Unblocking Processing

Carrier image’s unblocking should be made in according
to the size of encrypted image and the carrier image.
Assuming the size of image O waiting for encryption

ism x N, the size of gray carrier image | isMxN _In the
design of the algorithm, it is needed to embed the pixels of
image waiting for encryption in each sub-block of carrier
image. So the number of sub-blocks should be m x n , the

determined the feasibility and effectiveness of this program
through theoretical analysis and practical testing.

1. A New Digital Image Hiding Encryption Algorithm
Based on Dual Chaotic Systems
1.1 Pretreatment of Encryption before Hiding
In this paper, Logistic chaotic system is used to make
pre-encryption on the image waiting for encryption.
Assuming the size of picture O waiting for encryption
ism x n , the chaotic encryption algorithm is based on gray
value’s transform. The basic idea is as follows:
1. The image gray value matrix was written in the form of
sequence in length m x n and the pixel gray scale value
range from O to 255. The gray value of each pixel was
conversed from algorithm to the eight-bit binary system to
get the binary image pixel value

sequences {al 8y, g }

2. Using Logistic chaotic map, setting the initial parameters

as U , X, , iterating m x n times, and it may give rise to a
length of m x n chaotic pseudo-random sequence

{X" X250 Xman } to multiply the sequence elements by
256 and select the integer part. Then we get the

sequence{xl S Xy e X },(0 <x'< 256).

'
sesey

3. Conversing {X‘ » X2 Xmsn }from decimal system to
the binary system and correspond it with binary pixel values

size of each block is M*N/mxn Eor simplicity, we only
consider the algorithm and images to be encrypted when
the images are square and M modm=0gng N modn=0_
When we do simulation experiments, we use
128x128 Image Lena as showed in figure 1-1 as to be
encrypted and use the gray scale (Figure 1-2) as the carrier
image. Based on the above analysis, the encrypted image

can be divided into128x128 plocks, each block size is4x4.

Figure 1-2. Carrier Image
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1.3 Achieve the Hiding Program
1.3.1 Determine the Carrier Image Block

After a chaotic encryption pretreatment to the image
waiting for encryption, unblocking the image and
determining the size of the carrier image, we use the same
matrix size as the image waiting for encryption to represent
by using image scrambling. Arnold chaotic system is used
to make each pixel in the image waiting for encryption with
the corresponding pixel of a block inside carrier image.

For a square digital image, we use the discrete Arnold
transform.

X' 1 1 X
[yj:[l ZJEYJ“‘MN x,ye{0,1,.,N -1}

Put the original coordinates ( X - Y ) of each pixel of
image (X0~ Y+) and make the block number expressed as
matrix form after the carrier image being unblocked. The
block number is made by the matrix row and column
coordinates (X > ¥ ") , with a given coefficient matrix and
the number of iterations as the decryption key. The iterative
result (X»»Y+) is used as the specific location where the
original image pixel point (X-¥) locates in the carrier image
block. In this way, all of the carrier image pixel points were
randomly and evenly scrambled into the entire block space
of the carrier image.

1.3.2 To Determine the Location Where to Hide the

Pixels
Lorenz system needs to use three-dimensional
numerical integration to obtain real-valued chaotic

sequence. In order to improve the computing speed, this
paper will introduce the first-order Euler algorithm. In a
given interval to determine the integration step, the

integration step is set as h.
According to the system initial values *, Yo % | the
control parameters @ , 7, b the integration step size as

h and the number of iterations nL°fE"Z, we can get three

chaotic sequences{lxi} Ay Az 0<i<Nen 16 fagilitate this
application, it is needed to pretreat the achieved three
chaotic sequence as the following:

By removing the integer part of all the real values, we
1 o0<i<n

Lorenz

get the chaotic sequence %},

Then we calculate the ratio of the size of the carrier
image lwa and the imageOMxN waiting for encryption is t,
where t=M xN/mxn_Now we get a chaotic sequence of
integers i} O=1<Nw) in the range of —t~tand the
S{Izi"} 0<i<n

Lorenz )

other chaotic sequence of integer:
isO~t,

An ideal chaotic sequence should have the statistical
properties of uniform distribution and that the self-

correlation is a functiond . Under these conditions, we can

, range

get the three chaotic sequence (%}, i} 1z} (0<i<n,
after pretreatment. We can get the result that each treated

chaotic sequence is an ideal function 6 .

With the resulting chaotic sequence, we can determine
the position where each pixel of the image waiting for
encryption locates in the carrier image block and then make

all the pixel gray value of each block of sizel in the carrier
image into sequence form. First to use the chaotic

sequence {Iyi}, considering a certain pixel point in the
image waiting for encryption, if Wyilis a positive integer,
then i} is the position number in which this pixel point

locates in the carrier image block. If i} is less than or
if 12} is 0, then we

letk =K +1to continue until Iz, is not equal to O, at the time
that pixel point’s position number in the corresponding

equal to 0, then we take &}

carrier image block is Iz, .Finally we letk = k+1, then we
can determine the origination location corresponding to the
carrier image block of all the pixels in the image waiting for
encryption.

1.3.3 Achieving Image Hiding

Each pixel's gray value of the carrier image and the
image waiting for encryption after pretreatment is converted
into the binary form. Then the 8-bit binary of each pixel's
gray value of the image waiting for encryption after
pretreatment is divided into three parts, first two, middle
three and last three. Three binary sequences {0,} 10,}

(0,) {|0i}(i ={o,1,.__,mxn_1})were obtained.

Using the pseudo-random sequence

{x}
(i={0,1,...,mxn—1}) received from the Lorenz chaotic
o
(i=1{0,1,..,mxn—1}) corresponding to each pixel the of carrier

image in the image waiting for encryption after pretreatment
and then using following formula to hide,

E[lo;]=I]lo,]+ fabs(x,)*O,
E[lo, +1]=1](lo, +1)modt] A O,
E[lo, +2]=1[(lo, + 2)modt] A O,
i:{O,l,...,mxn—l} ’ t=M x N/an

Transforming the binary sequence of the hiding results
into a decimal sequence, then the Final image after hiding
can be achieved.

system, the specific location sequence {lo,}

1.4 Decryption Process

Decryption algorithm is shown as follows.

We unblock the carrier image and determine the
number, using the chaotic sequence generated by Arnold
chaotic systems to determine the specific block number of
each pixel in the carrier image, then we use the chaotic
sequence generated by the Lorenz chaotic system to
determine starting position of each pixel in the
corresponding block.

We use the chaotic sequence generated by Lorenz
chaotic system, combining the corresponding image pixel’'s
gray value at each point of the carrier image and the hidden
image. Then we can obtain each pixel's gray value of pre-
encrypted original image.

We use chaotic sequences generated by Logistic
chaotic systems to pre-encrypt the gray value of each
pixel's value XOR chaotic sequence , then each pixel's
gray value of original image can be obtained.

As a result, the original image can be restored.

Encryption and decryption algorithm process overall flow
chart is shown Figure 1-3.

2 Experiments of Simulation and Its Analysis

The standard Lena image (figure 1-1) in 128x128 sjze js
the image waiting for encryption. The image in size of
512x512 (Figure 1-2) is the carrier image. We set the initial
value of Logistic chaotic system, U =3.9 % =0.50000000 ¢

effect of pre-encryption on Lena image is shown in Figure
2-1.
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Assuming Arnold chaotic systems iterations Marotd :100,
the initial value of the Lorenz chaotic

system % =11840 y,=13627 z,=1.2519

) Control
parameters =10 =~ 1=28 ~ b=8/3 |

Integration

steph =0.001  iterations Moren :128X128, Final result of the
image hiding encryption is shown in Figure 2-2.
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Figure 1-3. Encryption and Decryption Flow Chart

3 ’ .
Figure 2-2. The Resulting Encrypted Image with Hidden Image
Embedded

2.1 Invisible Analysis

We use the PSNR and PMSE to measure the objective
fidelity between carrier images and mixed resulting images
in lossless case. In this case, if PSNR is greater, the
deviation of the average square root will be smaller. It
shows that if the objective fidelity of the image is too high, it

will have a better hiding effect. As to the carrier image T
and resulting encrypted image s , the formulas is:
M x N x 255

PSNR =101g| —

ZZ('(LD—F(LJ’))

i=l j=1

NN T -
PMSE = MxNgg(l(l,J)—F(l,J))

j=1

M AndN respectively express the width and height of
the carrier image and the image waiting for encryption.
10,1 and FU. 1) respectively express the gray value at the

point of - 1) the carrier image and the image waiting for
encryption. The result is shown as follows:

Table 2-1. The Comparison between PSNR Values and PMSE
Values

PSNR PMSE
The program 37.89 1.03
Algorithm [7] 22.187329 3.584322
Algorithm [8] 34.257269 5.550945

As we can see from the results that the hiding effect of
the proposed algorithm in this paper is better.

2.2 Key Space Analysis
The algorithm produces the encrypted keysY % in the

pre-encryption process and uses the encrypted key Mamoid a5
loop iterations in the process of determining the carrier
image block. With the increase in the number of loop
iterations, the encrypted key space increases geometrically.
In the application of the Lorenz chaotic system, we get the

encrypted key %, Yo % o A b h, N orenz (the number of
iterations). Regarding 32-bit computer, the key space of the

algorithm above can be achieved to 21

2.3 Sensitivity Analysis of Key

We use the128x128 standard Lena image as encryption
test object to test the sensitivity of the encrypted key space.

The correct encrypted keys are thatU =3.9 % = 050000000

Mans =100 the initial values of Lorenz mapping are that

X, =1.1840 'y, =1.3627 7, =1.2519 The control parameters are

thato =10 A =28 b=8/3 tne integration step ish =0.001
the number of iterations is Meren =128x128 , the decrypted
image taking the correct key is shown in Figure 2-3.

When the decryption key is X :0'50000000, and the other
parameters are unchanged, the recovered image from the

resulting hidden image is shown in Figure 2-4 (a). When the
=101

Lorenz

decryption key is Namot
in Figure 2-4(b).

We can see from the resulting decrypted image using
the wrong key that this algorithm is sensitive to the
decryption key.

, the decryption effect is shown
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(a). %o =0.50000000 (b). Mo

Figure 2-4. The Decrypted Image with Wrong Key

3 Conclusions

This paper analyzes some defects of the current digital
image hiding and encryption schemes based on several
chaotic systems. We propose a new digital image hiding
and encryption algorithm. Through the way of theoretical
analysis and practical test, we confirm its feasibility and
effectiveness.
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