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An Asymmetric Multi-Recipient Encryption Scheme 
 
 

Abstract. Multi-recipient encryption schemes have many advantages such as high efficiency, low network cost, and flexible object control. An 
asymmetric multi-recipient encryption scheme with indistinguishability under chosen-ciphertext attack is proposed. The encryption scheme uses an 
eighth order linear feedback shift register. The main features of this scheme are small size of ciphertext and the overall data communication is also 
smaller than other asymmetric multi-recipient encryption schemes, hence it is suitable for using in networks of low bandwidth.  
 
Streszczenie. W artykule przedstawiono, odporny na ataki sposób szyfrowania asymetrycznego dla wielu odbiorników. Wykorzystany został rejestr 
przesuwny ze sprzężeniem liniowym ósmego rzędu. Głównymi zaletami algorytmu jest mały rozmiar klucza i mniejsza ilość danych do komunikacji. 
Szyfrowanie można także wykorzystać w sieciach o małej przepustowości. (Schemat szyfrowania asymetrycznego dla wielu odbiorców). 
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Introduction 
Encryption is the most widely used approach to obtain 

privacy and confidentiality. Multi-recipient encryption is a 
technology to encrypt messages for several recipients. 
Multi-recipient encryption schemes have many advantages 
such as high efficiency, low network cost, and flexible object 
control.  

In order to find an encryption scheme suitable for using 
in networks of low bandwidth, this paper is aimed at 
providing an asymmetric multi-recipient encryption scheme 
with following features: 

(1) The size of encryption key is small. 
(2) The size of decryption key is small. 
(3) The size of ciphertext is small. 
With above features, this scheme can be used in 

applications of relative low network bandwidth such as 
mobile commerce and so on. 

 
Multi-Recipient Asymmetric Encryption Schemes 

An asymmetric multi-recipient encryption scheme 

 , , ,AE CKGen KGen Enc Dec  consists of four algorithms 

[2][3]: 
Common-key generation algorithm CKGen takes as 

input a security parameter k N  and outputs the common 

key I  in polynomial time  ploy k . The algorithm is 

probabilistic. 
Key generation algorithm KGen takes as input the 

common key I  and outputs a pair of keys  ,pk sk  in 

polynomial time  ploy k . The algorithm is probabilistic. 

Multi-encryption algorithm Enc  takes input a public-key 

vector  [1], , [ ]pk pk pk n   and a plaintext vector 

 [1], , [ ]M M M n   and returns a ciphertext vector 

 [1], , [ ]C C C n   in polynomial time  ploy k . The 

algorithm is probabilistic. 
Decryption algorithm Dec  takes as input a private key 

sk  and a ciphertext C , and outputs a message M  or a 
special symbol   denoting failure in polynomial time 

 ploy k . The algorithm is typically deterministic. 

It’s clear that the design and analyze of  Enc  are key 
points of research. 

Let  , , ,AE CKGen KGen Enc Dec  be an asymmetric 

MRES. Let B  be an adversary attacking AE . B  runs the 

attack experiment    mr-atk-b

, ,
Exp

AE B n
k


 in the following three 

stages [3][4]. 
(1) The select stage. 
(2) The find stage. 
(3) The guess stage. 

If atk=cpa ,then  iO Enc   and if atk=cca  then 

   
ii skO Dec   . 

The steps of    mr-atk-b

, ,
Exp

AE B n
k


 are as follow: 

 
$

1kI CKGen ；     
$

1 , , ,l st B select n k I  

Where  1 l n k   

      
$

, , 1, ,pk i sk i KGen I i l    

       1
$

, ,
0 1, , , coins, , ,lO OM M M st B find pk st    

Where: 
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n k l pk l
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pk i sk i KGen I i

i n k l



 
 

        1 , , , ' 1 , , 'pk pk pk l pk l pk n k       

        1 , , , 1 , ,b bM M M l M M n k l      

 
$

,I pkC Enc M  

     1
$

, , guess, ,lO Od B C st    

The ind-atk  advantage of an adversary B  is [3][4]: 

   

       

mr-atk

, ,

mr-atk-0 mr-atk-1

, , , ,

Adv

Pr Exp 0 Pr Exp 0

AE B n

AE B n AE B n

k
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We say that AE  is IND-CPA (resp. IND-CCA) secure if 

the function    
mr-cpa

, ,
Adv

AE B n 
  (respectively    

mr-cca

, ,
Adv

AE B n 
 ) is 

negligible for any RPTA(randomized, polynomial-time 

algorithm) B and any polynomial  n  .  

 
A New Multi-Recipient Asymmetric Encryption Scheme 

A linear feedback shift register (LFSR) is a shift register 
whose input bit is a linear function of its previous state. 
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    and  n

nTr g d . 

The coefficients of the LFSR used in this scheme is 
defined in table 1. 
 
Table 1. Coefficients of the LFSR 

Notation Definition 

1,n
 

dn  

2,n
   1 22 mod 2p d dn n

   

3,n
   1 36 mod 3 22 3p d d d dn n n n

    

4,n
    1 4 2 224 mod 3 6 5 62 2 3 4p d d d d d d dn n n n n n n

       

 
It can be proved that the 8-th order LFSR defined in 

table 3 has the following property: 

4 1, 3 2, 2 3, 1 4,

3, 1 2, 2 1, 3 4

n n n n n n n n n

n n n n n n n

d d d d d

d d d d

   

  
   

   

   

   
 

Let   3 2 1 1 2 3 4, , , , , , ,n n n n n n n n nS d d d d d d d d d        

The new multi-recipient asymmetric encryption scheme 
is based on a public key cryptosystem proposed in Błąd! 
Nie można odnaleźć źródła odwołania..  

Suppose p  and q  are big prime numbers and  
4 1, | 1, 1, 2, ,7iq p q p i    . Let  4 1 /L p q   and 

 4 1k p L  , then  8 1kq p  . Randomly pickup 

   
$

8 0,1a GF p   and let kg a . 

Its common-key generation algorithm is  

 
$

, , _ 1kp q g LFSR CKGen   

The key generation algorithm _LFSR KG  and the 

decryption algorithm _LFSR Dec  are same as in Błąd! Nie 

można odnaleźć źródła odwołania.. The original 
encryption algorithm in Błąd! Nie można odnaleźć źródła 
odwołania. is denoted as 

  
$

, , _ , , , xC r c v LFSR Enc p q g R d   in this paper. 

Suppose that there are n  recipients and their public 

keys are   , 1, ,iR d i n  . The multi-recipient asymmetric 

encryption  algorithm _LFSR Enc  is as following: 
$

*
qs Z  

   0
2 3 4, , , ,s s s s s sr R d d d d d d   

For 1, ,i n   do 

  8 2Alg , , , ,si L id p q g s R d  

 1, 2,, ,i i s siK K KDF d d  

    1,Alg ,SymEnc ic i K M i  

    2, ,iv i MAC K c i  

 End For 

   
   
1 , ,

1 , ,

c c c n

v v v n








 

Return , ,r c v  

8 2Alg L  is the algorithm for computing the trace 

function. AlgSymEnc  is a symmetric encryption algorithm with 

key length of 1b .      2 38: 0,1 0,1
b b

MAC GF p   is the 

algorithm for computing message authencation codes. 

    1 22
: 0,1

b b
KDF GF p

  is a derived function from a 

cipherkey linked up with hash functions. Details of these 
algorithms are given in Błąd! Nie można odnaleźć źródła 
odwołania., we reuse them to construct the new multi-
recipient asymmetric encryption algorithm。 
 
Security Proof 

In order to prove the security of the scheme,the 
reproducibility test should be performed. First several steps 

of the test   repr
_ ,ExpLFSR Enc R k  are as follows： 

 
$

, , _ 1kp q g LFSR CKGen  

   
$

, _ , ,xR d x LFSR KG p q g  

   
$

, _ , ,yR d y LFSR KG p q g  

 
$

, ,M MsgSp p q g  

 
$

' , ,M MsgSp p q g  

$
*
qs Z  

   
$

, , ,, , _ ,
xp q g R dC r c v LFSR Enc M s   

Then the ciphertext 'C  can be computed by using the 
following reproduce algorithm R . 

 ' sr R d r   

  8 2Alg , , , ,sy L sd p q g y R d  

Extracts sd  from    0
2 3 4' , , , ,s s s s s sr R d d d d d d   

 1 2', ' ,s syK K KDF d d  

 1' Alg ', 'SymEncc K M  

 2' ', 'v MAC K c  

' ', ', 'C r c v  

With the help of the randomized polynomial-time 

algorithm R , the test   repr

_ ,
Exp

LFSR Enc R
k  outputs 1 with 

probability 1. So the algorithm _LFSR Enc  is 

reproducable. According to theorem 6.2 of [3], for any 
randomized polynomial time algorithm CCAB , there exists a 

randomized polynomial time algorithm CCAA  such that for 

any k : 

       
CCACCA

mr-CCA CCA
_ ,_ , ,

Adv AdvLSFR Enc ALSFR Enc B n
k n k k


  

According to proposition 5 of Błąd! Nie można 
odnaleźć źródła odwołania., if: 

(1) The symmetry encryption algorithm and the 
message authentication code algorithm MAC are 
secure. 

(2) Extracting n  from    *n
nTr g d GF p   is 

computational infeasible. 
(3) KDF is a stochastic functio. 

Then the public key encryption scheme corresponds to 
_LFSR Enc  is IND-CCA. Hence the proposed scheme is 

IND-CCA under the same assumptions. 
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Scheme analyze 
A most important purpose of this scheme is to archive 

small size of ciphertext and small overall data 
communication, so here we will focus on the sizes of 
ciphertext and keys. 

Suppose the length of prime number p  is l  bits, the 

length of public key of the base algorithm is  3 4l  bits, the 

length of plain text is 8l  bits. Suppose the cipher text is 

, ,C r c v , then the length of r  is 3 4l  bits, the length 

of c  is 8l  bits. If the length of v  is b  bits, then the 

message expansion rate is     12 3 / 8l b l  . If b  is 

much smaller than l , then the expansion rate is nearly 1.5. 
If there are n  recipients, the length of cipher text of 

_LFSR Enc  is    3 4 8l n l b   , it is only 

      3 4 8 / 12 3l n l b n l b      of the length of using  

_LFSR Enc  n  times. If n  is not too small and b  is much 

smaller than  l ,       3 4 8 / 12 3 2 / 3l n l b n l b      . 

Furthermore, if there are n  recipients, compared to 
using  _LFSR Enc  n  times, the proposed scheme need 

only 1 time of random number generation 
$

*
qs Z  instead of 

n  times.  sr R d  also only need 1 time instead of n  

times. Thus, the proposed scheme is more efficiency. 
 

Compared to relative works 
Hiwatari et al. concluded parameters of a series of multi-

recipient public-key encryption schemes based on 
randomness reusing in 2009 [6]. Their conclusion is 
converted into a comparable form in table 2. ”-RR” means 
randomness reusing. 

 
Table 2. Comparison of size 

scheme pk sk ciphertext 
[1]-RR 24 l  40 l  2n*8 l  
[7] -RR 16 l  32 l  2*8 l  + n b  + n|ske| 
[8] -RR 24 l  24 l  n*8 l  + n|ske| 

[9] -RR 16 l  16 l  n*8 l  + n b  + n|ske| 

[10] -RR 16 l  24 l  n*8 l  + b  

[11] -RR 32 l  32 l  2n*8 l  + n|ske| 
[12] -RR 24 l  24 l  n*8 l  + n b  + n|ske| 
This paper 4 l +3 l  n*8 l  + n b  

 
It is shown in table 2 that the size of ciphertext of the 

proposed scheme is smaller than other schemes except  
[10]-RR. Furthermore, in table 2, the size of public key of 
the proposed scheme is the smallest one of all those 
schemes, and the size of private key of the proposed 
scheme is also the smallest one of all those schemes. 
 
Conclusion 

As a most important approach to obtain privacy and 
confidentiality, encryption is widely used in modern 
information systems. Multi-recipient encryption is a 
technology to encrypt messages for several recipients. An 
asymmetric multi-recipient encryption scheme with 
indistinguishability under chosen-ciphertext attack is 
proposed. The encryption scheme is constructed on an 

eighth order linear feedback shift register. Compare to 
traditional single-recipient encryption schemes, multi-
recipient encryption schemes have many advantages such 
as higher efficiency, lower network cost and more flexible 
object control. A complete security proof for the proposed 
scheme is provided. In the proof, we not only consider 
outsider attacks, meaning the adversary was not one of the 
receivers, but also consider insider attacks, meaning the 
adversary may be allowed to corrupt some fraction of the 
users and choose secret and public keys for them.    
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