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Abstract. A self-healing mechanism in key management is an important means for large-scale clustering wireless sensor networks that enable non-
revoked nodes use their private information and the received broadcast messages to recover the lost session keys on their own. In this paper, we 
propose a dynamic self-healing key management scheme for large-scale clustering wireless sensor networks that is based on Exclusion Basis 
System (EBS). We use forward and backward key chains to form cluster session key chain for self-healing, take t-degree polynomial keys to replace 
the original keys used in EBS. The analysis shows that the proposed scheme has the properties of forward and backward secrecy and resisting to a 
collusion attack, which is suitable for resource-constrained wireless sensor networks  
 
Streszczenie. W artykule zaproponowano schemat samo-naprawialnego dynamicznego zarządzania kluczami w sieci czujników bezprzewodowych 
o dużej skali klasterów, oparty na metodzie wykluczeń EBS. Dzięki wykorzystaniu łańcuchów klucza w przód i wstecznych uzyskano samo-
naprawialność, natomiast oryginalne klucze w EBS zastąpiono kluczami wielomianowymi stopnia t. Analiza działania wykazała skuteczność 
opisanego schematu w obronie przed atakami. (Schemat samo-naprawialnego dynamicznego zarządzania kluczami, oparty na metodzie 
wykluczeń EBS, w zastosowaniu do sieci czujników bezprzewodowych). 
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Introduction 

Recently, as one of the core technologies of the Internet 
of Things, wireless sensor networks (WSNs) is attracting 
more and more research interests because of its wide 
applications such as military operations, scientific 
explorations and so on. Among all security issues in WSNs, 
key management is a fundamental security issue for 
wireless sensor networks. Staddon et al. first proposed self-
healing key distribution schemes with revocation capability 
in WSNs in 2002 [1]. Blundo et al. analyzed Staddon’s 
schemes and showed that an adversary could though just 
broadcast messages to recover the group session key 
which proved that [1] is not safe [2]. Later on many self-
healing key distribution schemes [3-9] based on [1] are 
proposed, Liu et al. in 2003 proposed a novel method by 
combining the personal secret  key distribution scheme with 
the self-healing technique to improve the scheme in [1]. 
Dutta et al. proposed a self-healing group key distribution 
scheme based on one-way key chain [6].  
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be positive integers, such that k>1,n>m. An Exclusion Basis 
System of dimension (n, k, m), denoted by EBS(n,k,m), is a 
collection  of subsets of }n,...,2,1{],1[ n  such that for 

every integer ],1[ nt   the following two properties hold: (1) 
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take the EBS (n, k, m) described above as a wireless 
sensor network dynamic key management method, n is the 
number of nodes, k is the number of administrative keys 
and m is the number of rekeying messages. A set of (k+m) 
administrative keys is used to support a set of n nodes, and 
each node is assigned a distinct combination of k keys. A 
node can be simply admitted to the group by assigning one 
of the unused set of k keys out of the total of C(k+m,k), 
i.e., )!!/()!mk( mk , distinct combinations. At system 
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function )(H  and one-way hash function )(1 H  which used 
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length L (kb[L],…,kb[1]), and two key-slots.  Cluster head 
node chooses two polynomials of degree t at random 
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according to a pre-generated random EBS matrix. 
Meanwhile, the cluster head node will broadcast  
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receives and decrypts the packet, calculates )(' xf  to 

replace the original )(xf , thus completing the administrative 
key update. Also, each node can decrypt the packet and 

calculate to get 1 jdjj KBKFCK
 like described above. 
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by using the one-way hash function )(1 H . We build our 
quantitative analysis of the proposed scheme's performance 
according to steady-state distributions of 2-dimensional 
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expected communication cost 
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the nodes in jR  cannot get the values of the self-healing 

keys to obtain the future group session keys. Meanwhile, 
)(xf , )(xS  are t-degree polynomial  based on ),1( nt   

threshold secret sharing technique which need t + 1 points to 
recover. The above analysis shows that the proposed 
scheme is forward secure. Suppose that 

1jU  is the set of 

the nodes which join in session j + 1. For users in 
1jU  can 

only get the current backward session key 
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 to 

compute 
1jCK  which is the last key in the cluster key chain 

from the broadcast 
1jB . Thus users in 

1jU  can only get 

the current self-healing key 1j . Since one-way hash 
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user in 
1jU  use 
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 and 1j  to compute the previous 

cluster key 
jCK . Meanwhile, )(xf , )(xS  are t-degree 

polynomial  based on ),1( nt   threshold secret sharing 

technique which need t + 1 points on the polynomial )(xf  

to recover. )(' xf  is the result of )(xf  after one-way hash 

operation, since one-way hash function is irreversible, so it is 
hard to recover the previous polynomial )(xf . So nodes in 

1jU  can not get any information about the previous cluster 

session key or administrative key. The above analysis 
shows that the proposed scheme is backward secure. 

Suppose that jR  is the set of the nodes revoked in and 
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healing keys between 
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  and 
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 . Thus they cannot get 

the backward session keys 1
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jdjd KBKB to calculate 

jCK  without the corresponding self-healing keys. Therefore, 

the proposed scheme can resist to the collusion attack. Fig.1 
gives the relationship between the number of captured 
nodes and the fraction of keys compromised. 
 

 
Fig. 1. Relationship between the number of captured nodes and the 
fraction of keys compromised(m=5) 
 
Conclusion 
 We propose a dynamic key management scheme for 
wireless sensor networks with the property of self-healing. 
We take t-degree polynomial keys to replace the original 
keys used in EBS, use forward and backward key chains 
and broadcast polynomial key to achieve self-healing, 
forward and backward secrecy and resisting to a collusion 
attack. Meanwhile, this scheme has a small calculation and 
communication overhead, which is efficient and secure for 
resource-constrained wireless sensor networks. 
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