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A Stream Cipher Generator Based on a Combination of Two
Non-linear Systems for Secure Signal Transmissions

Abstract. A new cryptosystem approach based on two non-linear systems combined to satisfy a high degree of signal transmission security. These
systems are Lorenz system and Réssler system. Each chaotic system has a completely different output bit stream. The system uses a stream
cipher, in which the encryption key varies continuously. Therefore, a design of a secure communication system that is robust to different types of
attacks such brute force attack is very important. One of the main properties of this system is the ability to retrieve the data transmitted through a

noisy environment.

The proposed system is a novel stream cipher which is based on combining two non-linear systems that are used in digital

communication system. The key size of the system will exceed 576, which provide 2576 key space. Hence, this huge key space will provide a high

security for plaintext against a brute force attack.

Streszczenie. Przedstawiono nowy szystem szyfrowania danych bazujgcy na kombinacji dwéch nieliniowych. Te dwa systemy to system Lorenza i
system Rosslera. System umozliwia odzyskanie danych przy transmisji w zaszumionym S$rodowisku. Generator szyfrujacy bazujacy na

kombinacji dwéch nieliniowych systeméw Lorz\nza i Rosslera.
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Introduction

Most of people interaction today tends to be electronic,
such as online shopping or social engagements occurring
within social media. Therefore, Sensitive personal electronic
information like credit cards information, E-mails and private
photos must always be protected. Hence, governments and
private companies are now forced to step up to their
responsibility and take actions that can protect sensitive
information and prevent hacking. Cryptography and
cryptanalysis are two primary techniques for facilitating
secure communication. A secure communication system
often contains three main parts: authentication,
confidentiality and integrity. Authentication in
communication systems has to be confirmed for both
sender and receiver. The sender, encrypts the content of
the message using a cryptography system and transmits it
through the channel. The receiver is able to decrypt the
data transmitted based on the private key that has already
been installed. Integrity ensures that the message content
has not been changed during communication between the
sender and receiver. A stream cipher generates an infinite
cryptographic keystream that encrypts bits individually,
similar to the one-time pad. Most of the countries draw the
attention to the importance of the cyber security as a
strategic priority for the country. The present study aims to
design and implement a high secure digital communication
system based on stream cipher that uses a combination of
two nonlinear systems.

Data trafficking through the various communication
means such as smart phones and computers where data
can be transmitted using RF links, Wi-Fi, etc. is increasing
in a huge rate due to the fast growth in the medical, military
and entertainment applications of digital communications.
This creates a serious challenge for governments and
private sector because they need to maintain high levels of
security when their data are transmitted.

Shannon introduced the modern science of
cryptography-based chaos, which is applied in
communications systems [1-2]. The cryptography-based
chaos is capable of generating an infinite amount of
uncorrelated chaotic signals that are appropriate for the
applications  in  multiuser  Spread-Spectrum  (SS)
communication systems [3, 4, 5, 6, 7, 8]. The chaotic
system is a deterministic system, which means that the
generated chaotic signals are not random. However, the

output signal of the chaotic system cannot be predicted due
to the system’s intrinsic non-linearity rather than noise [9].
The communication system based on chaotic system has
several advantages such as noise immunity, fading
mitigation, multiple access capability and low probability of
interception [10, 11, 12, 13, 14]. A spread spectrum signal
is hard to jam unless the spreading pattern is known.
Hence, there is a low probability of interception. The SS
system spectrum also provides resilience to fading and
interference injection, and allows multiple users to use the
same set of frequencies [15, 16-17]. A chaotic Direct
Sequence Spread Spectrum (DSSS) system data spreading
which multiply the data bits with discrete chaotic signal
was proposed and investigated in [18, 19]. The
performance of the chaos based DSSS system with multiple
- access using bit error rate (BER) in presence of noise and
fading channel is presented in [20, 21]. The study in [22]
demonstrated a chaotic generator where the output
sequence is truly a random number and of low complexity.
The results show that the chaotic signals have a better Low
Probability of Interception (LPI) than the Pseudorandom
Noise (PN) signals [23]. The implementation of chaotic
generator based on Filed Programmable Gate Array
(FPGA) was presented in [24, 25, 26]. Binary sequences
were generated using Chua’s circuit in order to generate a
pseudo random number sequence (PRNS) that satisfies d
the cryptography requirements. The proposed method is
based on using only a fraction of each signal from the three
Chau’s output states, then assembling the extracted parts
to build one binary sequence. It has been shown that the
generated binary sequences passes d the National Institute
of Standard and Technology (NIST) the randomness test. In
addition, The FPGA board was used to implement the
chaotic generator based on Chua’s circuit [27]. The study in
[28-30] presented a stream cipher algorithm, which is based
on a chaos system in order to increase the system degree
complexity. The key stream generation depends on two
logistic maps generators. One of the logistic map generator
is used to generate a random numbers that are used to
replace the other logistic map generator parameters.
Results have shown that generator output is suitable for a
stream cipher with high efficiency. In this work, two non-
linear systems are combined to generate bit stream in a
chaotic manner. Hence, it is very difficult for the attacker to
decrypt the transmitted data through different methods of
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attack. The proposed stream cipher generator is tested
using Matlab and Simulink ®. The rest of this paper is
organized as follows. The ROssler System is presented.
The Lorenz System is presented. The scrambling scheme
for Lorenz encryption generator is presented. Finally, the
conclusion is given.

The Rossler System
The Rossler system is described by the following state
equations, which are written in differential equation form.
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In this system the non-linearity is represented by a multiplier
which is easy to implement in digital hardware. The
SIMULINK model of the Réssler is shown in Fig. 1. The x
and y signals are shown in Fig. 2. It shows x y as calculated
from equation 1. The x-y attractor shows in Fig. 3. It shows
the phase plane of x versus y as calculated from equation
1. The attractor x y shows one is single scroll. The
disadvantage of the Rossler system is that the attractor is a
single loop, which results in a higher cross correlation
between the state variables. However, in this work, the high
correlation does not affect the degree of security because
the Rdssler system is used to change one of the Lorenz
encryption system parameter continually.
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Fig. 1. SIMULINK model of The Rdssler system.
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Fig. 2. The Rossler system, (a) The x signal and (b) The y signal.
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The Lorenz System
The Lorenz system is described by the following sate
equations, which are written in differential equation form.
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Fig. 4 shows the SIMULINK Lorenz model where A, B
and C are system parameters. x, y and z are state variables
The scaling factors Sy, S and Ss are used to control the
output signals frequency band and they are also part of the
key in the encryption system. The x and y signals are
shown in Fig.5 and the x-y attractor in Fig. 6.

Fig. 4. SIMULINK model of The Lorenz system.
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Fig. 5. The simulated signals of the Lorenz System. (a) x signal
and (b) y signal.
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Fig. 6. The x-y attractor of the Lorenz system.

Scrambling scheme of Lorenz chaotic signal

Two non-linear bit streams (x-state and y-state) have
been used to generate a truly random key. The last 12 bits
in row are extracted from x-state and last 20 bits are
extracted from y-state. Then, the 32 bits are assembled with
a concatenate block. The 32 bits are then serialized to
generate a bit stream, which is used as a key stream for
data encryption. Fig. 7 shows the SIMULINK model of the
scrambling method. The bit stream of the signed data type
has been converted into unsigned. The constant block has
been used to manipulate the 32 word length. Thus, the last
12 bits from x-state key stream have been extracted. The
12 bits word length has started from the least significant bit.
The variable selector block has been used to extract a
subject of rows from each matrix. The same operation has
been used for y-state key stream. However, the 20 bits
have been extracted from the y-state out of 32 bits word
length that has started from least significant bit. After that,
we concatenated the 12 bits and 20 bits using Matrix
concatenation block to produce 32 word length. Then, the
32 bits has been sterilized using unbuffered block. Care is

taken to ensure that the main generator always remains in
the chaotic region, the output of the Auxiliary Lorenz
Generator (A[n]) must remain within the range (7<x[n]<11).
Therefore, the signal response of Lorenz Generator
changes continually in a chaotic manner, based on the
parameter supplied by the Rd&ssler Generator.The bit
stream after scrambling is shown in Fig. 8

Table 1 and 2 indicates that the key stream passes the
National Institute of Standard and Technology (NIST)
randomness test. The results are shown in Tables | and II.
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Fig. 7. Scrambling scheme of the Lorenz signals

Table 1. x and y chaotic signal

Statistical Test Status P-value
Frequency pass 0.232425
Block Frequency Pass 0.8121413
Cusum-Forward pass 0.242325
Cusum-Reverse pass 0.222325
Runs pass 0.644146
Long Runs of Ones pass 0.343309
Rank pass 0.462485
FFT Test pass 0.2332325
Non-overlapping pass 0.841118
Overlapping pass 0.211325
Approximate Entropy pass 0.811218
Serial pass 0.622146
Linear Complexity pass 0.460485
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Fig. 7. The block diagram of the encryption process.
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Table 2. y chaotic signal

Statistical Test Status P-value
Frequency pass 0.460485
Block Frequency Pass 0.899413
Cusum-Forward pass 0.841118
Cusum-Reverse pass 0.077882
Runs pass 0.224409

Long Runs of Ones pass 0.841118
Rank pass 0.841118
FFT Test pass 0.6341146
Non-overlapping pass 0.822413
Overlapping pass 0.841118
Approximate Entropy pass 0.313309
Serial pass 0.221325
Linear Complexity pass 0.440485
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