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Functional safety assessment of one-level coordination of
distributed cyber-physical objects

Abstract. An approach to solving the problem of analysis and improving the functional safety of cyber-physical control systems for distributed
continuous objects is proposed. The model of a one-level cyber-physical system of coordination control was developed, the sources of dangers are

analyzed and the probability of a dangerous operating mode is estimated.

Streszczenie. Zaproponowano podejscie do rozwigzania problemu analizy i poprawy bezpieczenstwa funkcjonalnego cyberfizycznych systeméw
sterowania rozproszonymi obiektami cigglymi. Opracowano model jednopoziomowego cyberfizycznego systemu sterowania koordynacyjnego,
przeanalizowano Zrédfa zagrozen i oszacowano prawdopodobieristwo wystapienia niebezpiecznego trybu funkcjonowanie. (Ocena bezpieczenstwa
funkcjonalnego jednopoziomowej koordynacji rozproszonych obiektow cyber-fizycznych).
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obiekt rozproszony.

Introduction

Cyber-physical systems is the systems which consist of
physical objects, facilities of their condition monitoring,
facilities of impact on them and facilities of processing
information and making control decisions are the basis of
modern material production. The significant parts of the
physical objects of cyber-physical systems are distributed in
space. The distribution factor was often neglected in order
to simplify the control system, save technical facilities of
control and measurement, simplify control algorithms to
ensure their speed. With the development and cheapening
of technical facilities of measurement and impact on an
object, wireless communications, and the advent of the
Internet of Things technologies, it has become possible to
equip a distributed object with monitoring and control
facilities at many points, resulting in the creation of
distributed cyber-physical control systems (DCPCS).
However, complications of the cyber physical system can
lead to additional vulnerabilities and a decrease in the level
of functional safety [1, 2]. The issue of functional safety is
the subject of many studies [3]. The main object of these
studies is distributed computer systems. Recently,
considerable attention has been paid to cyber-physical
systems, in particular, the Internet of things systems [4, 5].

Among the distributed objects of cyber-physical
systems, there are common objects characterized by the
inseparability of elements (continuous objects) partially
isotropic in separate coordinates and/or parameters;
structural homogeneity; resource dissipativity; additivity of
products; additivity of resources. An example of such
systems is a system for controlling the thermal regime of
multizonal distributed objects [6].

Distributed object control is the subject a lot of research.
The frequency methods for the analysis and synthesis of
distributed control systems [7], structural methods [8] and
others were proposed. The methods for modeling and
optimization of DCPCS wunder uncertainty [9] were
developed as well. The greatest attention of researchers is
given to the theory of hierarchical systems [10-12]. At the
same time, for distributed objects with a large number of
measured and controlled points with local control systems
(LCS) and one-level coordination systems (P2P systems)

are promising. However, the coordination theory in single-
level DCPCS has not yet a sufficiently complete
formulation.

An analysis of existing works on the theory of general
safety and security, cyber-physical systems and distributed
control systems has shown that the problem of research
and enhancing the functional safety of distributed cyber-
physical continuous-object control systems has not yet
been solved.

The aim of this work is to develop approaches to solving
the problem of analysis and improving the functional safety
of distributed cyber-physical systems for control of
continuous objects.

Method and Model

The sources of danger for DCPCS can be divided into
those which are typical for all control systems, and those
which are connected with the distribution of the object and
the structural features of DCPCS [13, 14]. In this work, we
focus on the sources of functional danger of DCPCS, which
lead to the output of the operating modes of a distributed
object beyond critical limits.

An analysis of the dangers associated with impaired
coordination is feasible on the basis of a statistical model.
As an indicator of functional safety, due to the provision of a
safe mode of operation of the object, we take the probability

PuS of the absence of object parameters beyond critical

bounds.
We will develop a statistical model for coordinating the
control of spatial objects with these properties in two
stages:

- Development of a deterministic model;

- Consider stochastic effects on the characteristics
which are possible for the object under
consideration: isotropy and dissipation.

Consider the most common type of distributed peer-to-
peer systems i.e. systems with regular communications and
logistical productive functions of elements, products and
resources additivity. The scheme of such DCPCS is shown

in Fig. 1, in which: P, is the main control resource; P, is
the vector of resources that come to an element from other
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elements of a distributed object; P, is the vector of

resources coming from an element to other elements of a
distributed object; V is the state of the object element; V is
vector of states of other elements; X is raw materials; y is

product.

The object element is been controlled by a local control
system (LCS), which mode (specified value of the element
state) is set by the coordinator. LCS together with the
coordinator is an agent of multiagent DCPCS.

Coordinators form a P2P network, but this network is not
fully connected but with regular connections. Each
coordinator is only associated with the LCS coordinators of

elements that are located in the area of significant
interaction.
| Agent i
\' 'V
Other % Other
Agents b}— - _— Agents
v
ul Ty
T | LCS | 2
| |
S N S on
Other P, = P, ther
Objects " s [Element k of Objects
< “|  object >
~

Pout Pout
vy

Fig. 1 — Structural model of distributed cyber-physical system
A wave algorithm is proposed to coordinate DCPCS
agents. As the coordination wave passes through the P2P

system, the coordination parameter V, is changed to

improve the coordination criterion. The convergence and
stability of the wave coordinate algorithm depends on the
ratio of the exponent damping ratio A and the coordination

coefficient @ Apy =—¢-(V-V,),

specified value of the element state.
The scheme of an element of the distributed object is

shown in Fig. 2.
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Fig. 2. An element of the distributed object

where V; is the

All elements of an object affect each other, but the
sensitivity of an element at each input decreases
exponentially depending on the spatial distance between
the elements [15].

It is known that the influence of the element with
coordinate Z , propagates gradually in accordance with

the transport equation (Burgers equation, in particular the
diffusion and heat conduction equation). The transfer
equation has the first order in time and the second order in
spatial coordinates. The solution of the distribution equation
for various boundary and initial conditions is known [15, 16].
In particular, the instantaneous point effect on an element

k is propagated to the element J according to the ratio

_d
o 4t

v,
(1) V(dy,t) = —>—~
8(zat)?

where 1 is the transfer coefficient; dy =|2,~Z| is the
distance from the k -th point of the control impact to the |-
th element; V,, is the value of the control impact; 7, =t-t,
is the time interval from the moment of impact on the K -th

element.
If the impact is V,, = p,dt, where P, is the value of

the control impact, carried out in the area of the radius I',
then for a non-stationary process can be written
av.(t)  Pe +V -V

) dkj d2 rz
) —= B I A R
dt 8(,,,“)A at 40t

Evolution is due to two processes: the distribution of the
resource while keeping constant its total amount and the
processes of dissipation. Dissipation, in turn, involves the
loss of a resource to the environment, the cost of a
resource for a production process according to a production
function, and the loss of non-production processes.

Based on equation (2), let us write the equation of
change of state of the object element under the influence of
all other controlled elements and LCS. For a linear object
based on the superposition principle we find
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—po-(t)+Z
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where f, is the time moment of control impact on k -th
controlled element; N is the number of controlled elements
(control points), o

@)

dv. (t
(4) vd( ) = pO] (t)+27kj(t)|:vk(t) V. (t):|
where
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We write equation (4) with the form of Cauchy

(6) dt() v(t)z7k,(t)+27kj(t)vk(t)+poj(t) i—Ln,

orin vector—matrlx form
(7) V'=VI'+P,
From model (6) by the method of integrating factor, we
find the equation of state of an element in time and space.
The limiting distance d,, to the elements which should

be considered to be significant influences the ratio
di
74/Jk
8) eiy >¢,
8(7izr, )
where ¢ <1 - significance indicator.
Dependence (2) must show the maximum at time

intervals dk2/6/1:rk from the moment of impact on the

object, from which the limit distance should satisfy the
>

o e 0.419
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The state of the object affects the production function.
For a linear production function Y =a(V)-X, this influence

is determined by the parameter (V). The typical

production function parameter of the element (V)

aoe(V*VO) e(V*VD)

1+e"%  2g,
The resource that is accumulated in the element of the

approximated by a function a(v) =

object is spent on production dV'=yX'dt and dissipation

processes OV"=(1-n)v-dt, where u is the resource
consumption per unit of raw material X; 7 is the coefficient

of performance (COP).
Let us find the probability of functional safety violation

PuS by object parameters become out of critical limits due

to stochastic uncertainty.

The sources of stochastic uncertainty are:

- Disruption of coordination due to errors in
communication between the coordinators. Shannon's
theorem implies the probability of an error in the
communication channel between the coordinators

© pP-—1

1+ E, 3
E.d
where ES is the energy of the data signal; En is the energy

of the interferences.
- Random fluctuations in the propagation parameter
A in equation (3). If the statistical characteristics of the

fluctuations are the same, then the variance of the state of
the object due to these fluctuations

) 6v 2
(10) Ov,/a = Eaz ;

where o-ﬁ is the dispersion of propagation parameter

fluctuations; V; is determined from the equation of state (8)

taking into account the substitution (5) as a function of the
parameter A .

- Random effects of external environment on the
state of the elements U . The variance of an object's state
as a result of these influences

(11) 2 j 2
Oy = U O' )

where 0' - dispersion of influences. Since the influence of
the environment is similar to the influence of adjacent

6vj avj
then —=—,
Ny

parameters in equation (8) satisfy the condition vV, =U and

elements of the object, where the

dkj is the distance from the element to the object border.
- A systematic error caused by the spatial discretion

of affecting a distributed object 5V/dk (du’t) For the

uncontrolled i -th element, which is in the interval between
the controlled elements, equation (6) is also valid under

condition [; (t)=0. with even placement of control points

,
Syya, (dijt) = j[ 3-t)=v; (1) d (o).

- Dynamic errors due to control impact. This error is
systematic and is determined by the controller's transfer
function and frequency of coordination. If we consider
coordination as a regular process, the coordinate signal at
the input of the controller will be a periodic sequence of
rectangular pulses. The spectrum of such a sequence is

(12)

2AV, —
S\,0 ()= 0 where Av, is the average correction of the

wCO

coordinator, T, is the period of the coordination wave. If

the transfer function of a regulator is W (jw) , then the
transfer function of an error is W;(jow) = !
1+ Wi (jo)Wgp ()
Then the mean square error of the controller
224V, 1
(13)  op5= j 0| —|dw
wl |1+WLcs(JCU) o (J@)
and
T2AV, | Wigs (joWy, (jo)
(14) oy, = j 0| —Les i do.
|1+WLCS(Jw)Wob(Jw)

Let us find the transfer function of an element of an
object. From (6) we see that the state of the j-th element

is determined by the differential equation

) — 0tV (t) Z 7kj (t) pO j (t)+zykj (t)vk (t)

(15)
d keQ,

where (2, is a set of elements that satisfy condition (8).

Given condition (8), we can consider t>7, and % ~0

dk]
42t

3
8[ A (t-t, )]4
the Fourier transform, we obtain
1

then ;/kj(t)= . From equation (18), using

(16) W, (jo)=——=——.
b( ) Jo+ z 7kj(t)
keQ,
Total error
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Coordination is designed to reduce this error. Since
coordination is accomplished by sequentially solving the
problem of minimizing the deflection of the object, this
component of the variance is equal to the value of the
criterion after one cycle of coordination, consisting of a
given number of waves. Since, for stability, the one-wave
wave algorithm only partially reduces the error, so

kO‘ , over the entire cycle o, =k™o,, where m is

the number of waves in the coordination cycle, 0 <k <1.
The large number and variety of sources of error make it
possible to assume the Gaussian nature of the distribution

of the total error. G(v,m,,o,) . Accordingly, the likelihood of
the object parameters going beyond the critical limits

(18)  Py=PR"-[G(v,m,q,)dv.

V,

or

40 PRZEGLAD ELEKTROTECHNICZNY, ISSN 0033-2097, R. 97 NR 9/2021



The analytical solution of the probability Ff,s estimation

problem for a system with a large number of control points
is difficult due to the large dimension of model. In this
regard, the simulation model is developed on the
Scilab/Xcos (Scicos) platform.

The basic element of the model implements the model
of the controlled element of distributed object. The
interaction coefficient is calculated on the basis of (1) by the
formula

-zf

(19) k1:(471'/12'0].)7%e s

Analysis

We considered the bioreactor as an object of simulation
[16]. The managed resource in the bioreactor is the amount
of thermal energy. The simulation results show that at large
values of the propagation parameter and the distance
between the control elements, the coordination error
increases rapidly. An increasing the number of coordination
waves when using the wave algorithm reduces the error,
but for the system parameters were been used in the model
reduces only up to 50%. Fig. 9 shows the dependences of
the probability of exceeding the state of the critical value.

Fig. 9. Dependencies of the probability of a functional safety
violation on DCPCS parameters.

It can be seen from the above dependences that there is

a dangerous distance d between the places of the control
impact on the distributed object. However, with small
fluctuations in the propagation parameter, the influence of
the distance on the probability of the dangerous mode is not
significant. On the other hand, the probability of a
dangerous mode can be reduced by the appropriate choice
of the interval between coordination waves passages.

Conclusions

As a result of the research, an approach to solving the
problem of analysis and improving the functional safety of
distributed cyber-physical control systems for continuous
objects is proposed. The model of the one-level
coordination control in DCPCS was developed and the
analysis of the functional safety (using the example of a
bioreactor) showed that the probability of a dangerous
mode can be reduced by an appropriate choice of system
parameters. However, this can lead to a decrease in the
overall system efficiency. Finding the best compromise
between safety and effectiveness requires further research.
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